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● Founder and CEO, 418 Intelligence Corp.

● Reston Virginia based innovator in proactive cyber defense and 
workforce development. 

● Over 30 yrs of experience in technology in cybersecurity, national 
security, space and private industry.

● Former USAF Officer, NASA manned space mission manager, and
expert in medical devices, banking systems and intelligence systems.

● Founded 418 Intelligence to commercialize technology developed 
for the US Intelligence Community to create collective and proactive 
cybersecurity for underserved entities in critical sectors without 
requiring network or desktop technologies.
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CYBER THREAT LANDSCAPE

Context:  Attackers don’t have to hack into systems today, when 
they can just buy your LOGINs for $10.00 on the Dark Web!

Up 180% 
since 2023

#1 threat (30% 
Overall)

32M hacked 
machines

Infostealers are surging!

Infostealers Dominated the Top 25 

Breaches of the Past Year

92% 79%

The same was true for 
Web Breaches Overall
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THREAT MODEL

How Infostealers work
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Municipalities and trusted vendors are top targets because you 
are easy marks for high-dollar invoice fraud and ransomware.

2 vendor scam example.PNG

1 vendor scam example.PNG

4 vendor scam.PNG

$1,200,000

$700,000

$446,000
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https://www.insurancejournal.com/news/east/2024/06/12/779127.htm
https://www.cnn.com/2023/09/24/us/fort-lauderdale-florida-phishing-scam/index.html
https://www.statenews.org/section/the-ohio-newsroom/2025-04-03/cyber-scams-are-taking-a-toll-on-small-town-ohio


©2025 418 INTELLIGENCE.CORP. All Rights Reserved

Recent Relevant Virginia Ransomware Victims (Redacted)
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Virginia Municipal Supply Chain Ransomware Victims Attacker’s Ransomware Listing

VA Beach IT Vendor
10/8/2025

Norfolk Engineering Svcs
9/10/2025

Blue Ridge Region K12
8/1/2025

Chesapeake Bay Area 
Govt
5/15/2025



Turning the tables.
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A City in Virginia compromised on 10/1/2025
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Is this really risky? … Very!
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How did it happen? … The Blind Side smoking gun.
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418 def3nse de-risks cities and supply chains collectively to 
stop new threats through monitoring & AI.

SERVICE MODEL

REPORT MONTHLY 

ASSESS & MITIGATE CURRENT STATE RISK  

MONITOR & MITIGATE

1. Analyze unseen risks to business from blind-spots 
(BYOD, Vendors. Third-parties).

2. Reveal insights from AI Risk Assessments.
3. Mitigate & advise on identity monitoring options. 

Initial supply chain risk assessment * 

Monitor, preempt and mitigate new incidents across all 
Key Identities. Provide corrective training.

Basic small city Plan
Medium city & county plan
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1:  Identify Unknown & Unseen Risks  2:  Continuously Pre-empt High Risks

REMEDIATE & UPSKILL
Resolve compromised credentials.

Train & equip staff with AI for self-service.

* Initial quick look is free.



418 def3nse Protects your Cyber Blind Side Proactively

• Employees

• Vendors / Customers

• Service Network

MONTHLY REPORTING

• Corrective trainings

• Real-time VIP Monitoring

HUMAN VULNERABILITIES

• AI self-service agent subscriptions 

• MSSP Services (Partners)

AI UPSKILLING & HARDENING

• Vendor/Supply Chain Integrated

• 90% AI Native

• “Instant” turnaround 

TRIAGE RISK ASSESSMENTS

• Annual Subscription

• Same/Next-day Detection

REAL-TIME MONITORING

• Intelligence driven

• AI Self-Service 

INVESTIGATIONS
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Limited Free Student Externship Trial Opportunity

• Employees

• Vendors / Customers

• Service Network

MONTHLY REPORTING

• Infostealer Awareness Videos

HUMAN VULNERABILITIES

• AI self-service agent subscriptions 

• MSSP Services (Partners)

AI UPSKILLING & HARDENING

• IT or HR Vendor

• 3rd-Party Platform (e-Permitting) 

• Key individuals

TRIAL RISK ASSESSMENTS

• Annual Subscription

• Same/Next-day Detection

REAL-TIME MONITORING

• Intelligence driven

• AI Self-Service 

INVESTIGATION DEMO
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Program to Phase-in Municipal Collective
Defense
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● 6-month Virginia Veteran SkillBridge Internships in 6-city clusters

● Security risk management assessments

● Supply chain focus on capital improvement projects and critical infrastructure

● Strategic vendor monitoring for collective benefit

● $2,000 per month per city + annual $7,500 for IT dept. AI training & use 

● Launch target of 18 cities (3 interns / clusters)
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Supply chain weak links can be stopped from putting 
your community’s data, people and payments at risk.

Bypassed Defenses Puts All Budgets at Risk Solution:  AI Proactive Defense of City Supply Chains 

MITIGATING VENDOR R ISK
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If nothing else… At least learn about October’s 
latest Supply Chain attacks 
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● “Payroll Pirates” Stealing Employee Salaries from HR SaaS Platforms
https://thehackernews.com/2025/10/microsoft-warns-of-payroll-pirates.html

● Oracle Software Bug Used in Major Multi-Vendor File Transfer Campaign
https://thehackernews.com/2025/10/cl0p-linked-hackers-breach-dozens-of.html  

● RedHat Supply Chain Data Breach Affects 800 Critical Enterprises 
https://www.thecipherbrief.com/red-hat-breach



Let’s stop cyber crime 
together.
Mark Jaster, Founder & CEO

mark@418intelligence.com
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